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Abstract: For the bad computation overhead of bilinear pairings in elliptic curve and the problems of certificate man-
agement in the PKI, an efficient and secure authentication key agreement protocol was proposed based on the identi-
ty-based cryptosystem and GDH difficult problem on the additive group of elliptic curve. Meanwhile, the security of the
new protocol was proved under the random oracle model. The analysis shows that the new protocol meets security prop-
erties such as known session key security, perfect forward security, ephemeral secret leakage resistance and the session
key escrow resistance. The proposed protocol has the good computational overhead for it was able to complete the mutual
authentication and session key agreement between parties under only 5 times scalar multiplication.
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SRAEANH] 20K, 5 GDH B FE. Bk, X
HE A BRI RR R A2 1T 20 11
53 REENAIGFARIFR S

REFETN B S % 517, BR1<I<q.
53.1 MNEEMHER

1) H(ID;, R). i i=I, 4 0=1, ALG Bi#l
WHE € Z,, IFLL GDH LI I aP 154 ID; 124
B W i=), 4 0=L, ALG BiNLILEFE hE Z,,
JFLL GDH S ¥ bP VBN ID; I A% 5 R=
OQiP— hiPsys, IRI0] i VE N NA%, JEKG T UD;, Ry, L,
YENFIBR Ly He BN, ALG BENLERE by O
€Z , % Q4R ID;INRY], H\(UDi, R)=h;, [FIIN
TS R= 0P~ hiPgys, IR IR hAF g N2, IR 841D,
Ri, Qi W)FENBIBNER Ly, o

2) Send(IT.,,M). Ik M2 RITH] tran b

K58 = R B2 B (UM 52 %005 L
KB XME R i ALG BENLER ' € Z,, 15! P

PRI R B, BB AIZR Ls o KA R Te4l

3) EphemeralKeyReveal(IT; ;,i): *MERM I,
BWIFIF L IFRIBTCALR I 7! A6 g 9 KR A o

4) Reveal(TT,,,i): ALG X} Reveal Zrifififin
NAbHEL

@© R+ H i, B Q# L, ) Ly 3K
O, BWIIR L KN, RIGHH K = OM; +
(O 7’;-{]- )P Kfj:l’,-fj Nlp?ﬁ%ﬁhﬁ‘ H,(ID;, ID;, I”,-fj P,
M, K} KB, SRR IR Y] SK =hg, S5
% Ls IR SK] AE g i o

@ BN, o=L1, KEHBEISE K MK,
CA(TT,, ,M)RICTT M) R BT EHRIIR Ls, ASREK
XERER R R, BAUID,, 1Dy, Mi, My NRSI7E51%
Ly, PHHATEAR, FHRGA T4 L DDH(M, M,
K}, )=1 M1 DDH(P;, P, K} ,—r! M, —r|, M)=1, Wi
KEPXPER UL, 2 SK. =hgs 5 WBENLAE AL SK
€ {0,135, Hrh, k HRGME LIEHPIKSE, T
#(IT;,, IDy, ID;, My, M;, SK! YIIAFNE Ly o Bl )5 »
ALG ¥ SK] | EORT BI513 L, 3R 10 SKT AF A A

5) Hy(ID;, ID;, M; M, K] K}, ). ALG £F5} H,
I LREZ RN T (e

© WRLAUD,, ID;, Mi, MK} K} VARSI
TCHAFAE T HIE Ly, 1 W) ALG 3R] Ay A 0 N2

@ W, LAUD;, ID;, M; M) ARG AR I R
L WERARBNAHSCTCAL, SRJ5 LA(TT, , ,M)FI(TT; ; M)
FRGN BRI Ls, LISREOR I 7 Rl BE
TEALZ 2 DDH(M,, M;, K},)=1 #1 DDH(P;, P;,
K —=r M—rl, M)=1,. 4 he=SK!,, [FIMF1%
Le THHERAR B el R 2 AU par, W4
% Ly, TIMNJCALUD;, ID;, My, M, K, K], hi)s

WAL, WEFBLE R b € 0,1}, 4
hi=hi', I ICAUD,, ID;, My, My, K], K}, hx)
NI Ly,o TWRERZTILAL, ALG HIR[A] Ay
((SIE

@ WRLESNE Le PEA KB ITTAH, WEE
BUAE K g € {0,134, FEAEFI Ly, P A TCALUD;, 1D,
M: ]\4]’9 Kil_“/' ’Kiz.,j s hl(), ALG ﬁ@ h[(’ﬁf?'\j@%o
53.2 MM

Test(I1; ). ALG %£Ix} Test #yin ficln FAab2.
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¥ R o538 &

© WER A S FE NI, A VLR 1 TS
HLEBATIT, W) ALG Bk & k.

@ AN, ALG BfHLIES b€ (0,1 VE N2,
Ui P=aP H P=bP.

BB E A & wAT TR, WATT Ho )
) 73 2 7 W 2 S s uD, ID;, M, M,
K}, K2 hi)s 8T RO SER) GDH 8, ]
LA Ly, 14 i CDH(P, aP, bP) ¥ fi A abP=
K}, =1 M~ 7, M. W ALG fift4}t GDH I {5 ) ik 5
h
(k)
999

U, 5 e(k) AT 281K, T AdvSPE (k) S
R AT 20 (), 5 GDH %P & . ik, %
i A BRI e ] 2B T

gra L b 3 FMEDL, Bk B A AR IR
Adv™ (AT 2R, DRI 5 A VEAIE .

6 SHEHMARMILS

ARG NV SIT A . P BT R R IR A
UK T TR B e P A F A SCR R R AT %
PR SCEEAT XS L B o Fovh, PR W MR B Gt i
H, B RopRioeH, M KRk ERikisi,
LR A, UOR S W S 3 SN ) T 4 5
R IR HOE FO TR TR A 2, AR b R
YOS SN TR 20 5 e A . RARS IR 1
P .

AdvP (k) =

*1 AT EoAth 4 KL LR AR

[3%s WAk B S HEOTH PUESL Bl ARHIRH

SCHRI3) ¢-ABDHE 2P+5E P 1
SCHR[4] DCDH 4M w5 2
k6] CDH 2P+4M & 2
SCHR[15] SDH 4E b 1
CHR[16] CDH 4M b 1
ARSI GDH 5M P 1

WL 1 AT, SCHR[4] I S S T
FIFAS, AR TR I 2 g g iy, 9 HL
AEHARECK 25 SCHR[3,6,15,16]13# AT LAHRST I I %5 4]
R Meily, (B SCHR[3,6, 15130 31 7 X P i s
HEFRBIEE, WHREBEARRS . A A
FlbrERPIEE, L, EOH W e i2 510 o

WOUE S F 8 T /N s SCR [16] 3% B 1) B s B 2 Oy
ID-BIM B, A SCAf ] ID-eCK A=Y, 55 Ak 7R A
Ll 380 T BT I ) 2 g i b AN AR 4 A it
FUGHRES), DG, ASChA R E et &
SRLESCHR[41 2 T —IRbr s fikia &, (HEH S
Ak, HAZHRECN 1, WICHR[4)>—KACH..
Zr LITIR, ARSCUMSAE 2 P s 25 P i 5 Mot i)
[, THEIT A 5 T A AN TR T

7 HRIT

AR SCEE XA 1 £k XU R o s S BT
BRI, M EET S 1)~ PI R A B T
2 A AR B P O R AL, JFAEBEALTIE AL
BN AE R T U 4tk T, AR SO
PIMSLRENS HRAE I I 25 M R ity HLRERSAE 5 KA
5 th 2 e E bR A IS SR e, A, R
AR THSEITAS -

H1 T A SO 22 4 P IE WY 2 AE BE AL TS LA
R SERIN, BARIEE] TRARN 2R EOR, HEAR
T 3 I\ A AE AR AERRE R S il 2 A VIR W AR Bl
fERE ERAE et Rk, JRsE TR
SRRARUERIY T S MK 2 AR, LK)
B 24 Hw.
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